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The Pensions Regulator –
cyber security should be key
The Pensions Regulator (TPR) has highlighted the
importance of trustees ensuring scheme controls
are in place in the wake of the recent cyberattacks. Cybercrime is growing exponentially and
defined benefit pension schemes are particularly
vulnerable.

Trustees should be assessing their risk of a cyberattack and taking steps to protect member data and
scheme assets.
The recent global ransomware
attacks have highlighted the importance of knowing
what administrators, IT services and other providers
have in place to ensure information is safe and how
they assess scheme protection.

Therefore, trustees should ensure all key persons are
suitably vetted and trained. Controls should be in
place to avoid security breaches and a plan to deal
with any breaches if they were to occur.

Some basic tips
Below sets out some helpful tips for those who may,
as members of a trustee board or corporate team, be
obvious targets for “social engineering” attacks:
•

•

•

Passwords: protect all attachments and use
a different password for work-related
purposes
Email addresses: check incoming addresses
carefully and take care when typing email
addresses
Privacy: change social media settings and
consider using private browsing

Trustees should ensure the risk of cyber-attacks is on
the schemes’ risk register and trustees should
consider raising it at their next formal trustee meeting.
For more information about protecting against cyber
threats, visit the National Cyber Security Centre’s
website.

For further information please contact your 44 Consultant.
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